
PRO DJ LINK Vulnerability Response Status 
 

Below is the status of each affected product regarding the PRO DJ LINK vulnerability, including 
whether it is impacted and the current response status. 
 

• Update rekordbox (Ver. 7/Ver. 6, iOS/Android) to the latest version. 

• When using PRO DJ LINK, avoid using USB or SD cards that contain sensitive data. 

• If you connect your player to a Wi-Fi network, please use a secure, password-protected 
network. 
 

*Models with PRO DJ LINK functionality not listed below have reached end of support. Please 
click [here] for details. 

 
DJ Players 

Product Status Notes 

CDJ-3000X Fix in progress Affected by this vulnerability 

CDJ-3000, -W Fix in progress Affected by this vulnerability 

CDJ-2000NXS2, -W Fix in progress Affected by this vulnerability 

CDJ-1500X Fix in progress Affected by this vulnerability 

CDJ-900NXS Fix in progress Affected by this vulnerability 

XDJ-1000MK2 Fix in progress Affected by this vulnerability 

XDJ-700 Fix in progress Affected by this vulnerability 

 
DJ Mixers 

Product Status Notes 

DJM-A9 Not affected (no 
action needed) 

Not affected by this vulnerability 

DJM-V10 Not affected (no 
action needed) 

Not affected by this vulnerability 

DJM-V10-LF Not affected (no 
action needed) 

Not affected by this vulnerability 

DJM-V5 Not affected (no 
action needed) 

Not affected by this vulnerability 

DJM-900NXS2, -W Not affected (no 
action needed) 

Not affected by this vulnerability 

 
All-In-One DJ Systems 

Product Status Notes 

XDJ-AN Fix in progress Not affected by this vulnerability, but an update 
is planned in connection with security 
enhancements to other products 

XDJ-AZ, -N Fix in progress Affected by this vulnerability 

OMNIS-DUO Fix in progress Not affected by this vulnerability, but an update 
is planned in connection with security 
enhancements to other products 

OPUS-QUAD Fix in progress Not affected by this vulnerability, but an update 
is planned in connection with security 
enhancements to other products 

XDJ-XZ Fix in progress Affected by this vulnerability 

https://support.alphatheta.com/articles/53214453591215


Product Status Notes 

XDJ-RX3 Fix in progress Not affected by this vulnerability, but an update 
is planned in connection with security 
enhancements to other products 

XDJ-RX2, -W Fix in progress Not affected by this vulnerability, but an update 
is planned in connection with security 
enhancements to other products 

XDJ-RR Fix in progress Not affected by this vulnerability, but an update 
is planned in connection with security 
enhancements to other products 

 
DJ Effector 

Product Status Notes 

RMX-IGNITE Fix in progress Not affected by this vulnerability, but an update 
is planned in connection with security 
enhancements to other products 

 
DJ Sampler 

Product Status Notes 

DJS-1000 Not affected (no 
action needed) 

Not affected by this vulnerability 

 
Music Production 

Product Status Notes 

TSP-16 Not affected (no 
action needed) 

Not affected by this vulnerability 

 
Software 

Product Status Notes 

rekordbox Ver. 7 Partially fixed 
(additional updates 
planned) 

Please use Ver. 7.2.17 or later 

rekordbox Ver. 6 Partially fixed 
(additional updates 
planned) 

Please use Ver. 6.8.7 or later 

rekordbox for iOS Fix in progress Affected by this vulnerability 

rekordbox for Android Fix in progress Affected by this vulnerability 

Stagehand Not affected (no 
action needed) 

Not affected by this vulnerability 

PRO DJ LINK Bridge Not affected (no 
action needed) 

Not affected by this vulnerability 

 

https://rekordbox.com/download/
https://support.alphatheta.com/articles/8112764645785

